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1. INTRODUCTION 

A Facility User Administrator (FUA) shall be a personnel designated by a facility or group of facilities. The 

VVESTS application shall enable this FUA to perform user accounts management - setting up user 

accounts, resetting passwords etc. for the users of those facilities that have designated this FUA. 

As a general rule, all facilities comprising of 5 or more users shall designate a FUA to manage user 

accounts for that facility.  

2. GETTING INTO THE EDRS 

 The EDRS may be accessed at the following URL – https://vr-fhs.vdh.virginia.gov . Once you have 

launched the EDRS using this URL, you will see a pop-up box to enter your user name and password 

to log into the application. (See illustration below) 

 
 

Enter your username and password and click OK.  

 

 

 

 

 

 

 

 

 

 

https://vr-fhs.vdh.virginia.gov/
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 You may view your messages in the inbox displayed on the resulting screen. Click on CONTINUE to 

navigate to the next screen.  

 
 

 The resulting screen is the Virginia Vital Events and Screenings Tracking System Screen and may 

include various modules. Based on your role, you will only have access to the VVESTS Security 

module. Click on the Security module icon to continue.  
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 The resulting screen is the VVESTS SECURITY ADMINISTRATION CONSOLE 

 
 

3. THE NAVIGATION BAR –  

 To the left of the screen is the Navigation Bar which houses various links allowing you to move 

around in the system. This Navigation Bar is very dynamic in nature and will change from user to 

user based on what roles a user has. (The illustration below depicts a typical navigation bar in the 

home screen for a (FUA) 

 

 This navigation bar may be used by you to 

o Create / Setup New users for only those facilities that you have been made the 

Administrator of.  

o Reset Passwords for users of your facility. 
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4. HOW TO CREATE / SETUP A NEW USER FOR YOUR FACILITY? 

 

 Begin by clicking on the CREATE / 
SETUP NEW USERS link in the left 
navigation bar.  

 
  

 From the resulting screen search for an existing account in the system which matches the 
information of the account you wish to create. 
 

 
 Once you have determined the absence of any matching accounts in the VVESTS click on New. 
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 On the resulting screen, enter information about the new user. 
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 Select the facility / facilities that you wish to associate with the new user.  

 

 NOTE – the FUA shall have access to view and select only those facilities that they have been 

authorized to perform user account management upon.  

 More facilities can be added to the user account than visible on the default page by clicking on the 

ADD MORE BUTTON. 
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 Select the roles that you wish to assign to the new user pertaining to each facility. 

 

NOTE – The FUA shall only be allowed to view and select roles consistent with the type of facility 

selected in the prior step.   
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 Based on the information you entered, a completed screen shall look like the illustration below.  

 

 

 Click on the save button at the bottom of the page.  
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 The resulting screen shall display a success message and an additional button to SETUP USER 

ACCOUNT. 
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 Click on the SETUP USER ACCOUNT button. This will generate a temporary password for you to 

provide to the user. The user may use this temporary password to login to their account.  (See 

Illustration below) 

 

                                 

 When the new user attempts to login for the first time using this temporary password, the system 

shall enforce that they change the temporary password to a new password for future use. 

 Now, a new user account has been setup in the system by you.  
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5. LOCKING AN ACCOUNT  

 In the event that a user is not a part of the facility anymore, as an FUA, you must lock account access 

for that user in order to prevent unauthorized use. This can be done by searching for the user 

account under the Create / Setup New user link and navigating to the user profile for the respective 

user.  

 Enter the termination date (lock date) and end date, click on the Lock Account Access button on the 

page. NOTE – By entering both dates this act as a check and balance procedure for the Division of 

Vital Records user to abstain from enabling an unauthorized account.  
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6. UNLOCKING AN ACCOUNT OR ENABLING ACCOUNT ACCESS 

 A user account may get locked for one of the following reasons –  

i. Inactivity of the user account for more than 30 days. 

ii. Unsuccessful login attempts in excess of three times.  

iii. Account may be have been locked by the FUA for any reason.  

Once an account has been locked, the same page as in the prior section may be used to unlock the 

account again by clicking on the ENABLE ACCOUNT ACCESS button.  
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7. RESETTING PASSWORDS 

 

 Navigate to the reset password page using the Reset password link in the left navigation bar.  

 

 

 From the USERNAME dropdown list, select the account you wish to reset the password for.  
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 Enter a new password, confirm the password in the next text box and click on the reset password 

button at the bottom of the page. A success message from the resulting action will indicate that the 

password has been successfully changed and that the system will force the respective user to 

change their password upon login. (See illustration below)  NOTE – it is good practice that you 

inform that user of the need to change their password along with the password communication to 

them.  

 


